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DETAILED ACTION 



1. 



The communication filed on 2/5/04 amended Claim 3. Claims 1-35 remain for 



examination. 

Response to Arguments 
2. Applicant's arguments with respect to Claims 1-35 have been considered but are moot in 
view of the new ground(s) of rej ection. 



The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

3. Claim 1 1 recites the limitation " Gn interface". There is insufficient antecedent basis for 
this limitation in the claim. Appropriate correction is required. 



Claim Rejections - 35 USC§112 
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Claim Rejections - 35 USC §102 



The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 



4. Claims 1-3, 7-13, 16-19, 22-28, 30 and 32-35 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Dikmen (US 6,577,865). 

Referring to Claim 1 : 

Dikmen discloses an interception method for performing a lawful interception in a packet 
network, comprising the steps of: 

a) providing a first network element having an interception function for intercepting data 
packets (col 4, lines 35-55); 

b) controlling said interception function by an interception control means implemented in 
a second network element (col 4, lines 10-25); and 

c) transmitting an intercepted data packet from said first network element via said packet 
network to an interception gateway element providing an interface to at least one intercepting 
authority (col 6, lines 10-35). 
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Referring to Claim 18: 

Dikmen discloses an interception system for performing a lawful interception in a packet 
network, comprising: 

a) a first network element having an interception function for intercepting data packets 
and comprising a transmitting means for transmitting an intercepted data packet to said packet 
network (col 4, lines 35-55); 

b) an interception control means implemented in a second network element and 
controlling the interception function (col 4, lines 10-25); and 

c) an interception gateway element having a receiving means for receiving said 
intercepted data packet and an interface means for providing an interface to at least one 
intercepting authority (col 6, lines 10-35). 

Referring to Claims 2 and 19: 

Dikmen discloses the limitations of Claims 1 and 1 8 above. Dikmen further discloses 
said interception gateway element is integrated in said second network element (Fig. 3; col 5, 
lines 35-50). 

Referring to Claims 3 and 22: 

Dikmen discloses the limitations of Claims 1 and 18 above. Dikmen further discloses a 
header of a data packet is read by said first network element and data packets to be intercepted 
are duplicated (col 4, line 45-col 5, line 15). 
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Referring to Claims 7 and 28: 

Dikmen discloses the limitations of Claims 1 and 18 above. Dikmen further discloses 
said first network element is provided in each network segment of said packet network (col 4, 
lines 35-65). 

Referring to Claim 8: 

Dikmen discloses the limitations of Claim 1 above. Dikmen further discloses received 
intercepted data packets are collected in said interception gateway element and supplied to an 
interface of said at least one intercepting authority (col 5, lines 5-35). 

Referring to Claim 9: 

Dikmen discloses the limitations of Claim 8 above. Dikmen further discloses said 
interface comprises a first interface for administrative tasks, a second interface for network 
signaling, and a third interface for intercepted user data (col 1, lines 50-65; col 4, lines 10-45). 

Referring to Claim 10: 

Dikmen discloses the limitations of Claim 1 above. Dikmen further discloses said 
intercepting function comprises a packet sniffing and filtering function (col 7, lines 20-30). 

Referring to Claim 1 1 : 

Dikmen discloses the limitations of Claim 1 above. Dikmen further discloses said 
intercepting function is implemented in the Gn interface (col 7, lines 1 0-35). 
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Referring to Claim 12: 

Dikmen discloses the limitations of Claim 1 above. Dikmen further discloses said 
interception function comprises reading data packets, analyzing the header of the data packets as 
to whether the data packet should be intercepted or not, and transmitting the data packet to said 
interception gateway element, and a management function for interception and transmission 
criteria (col 4, line 40-col 5, line 15). 

Referring to Claim 13: 

Dikmen discloses the limitations of Claim 1 above. Dikmen further discloses an alarm is 
transmitted to said interception gateway element and all interception information of a respective 
network element is deleted, when a breakage of a casing of the respective network element has 
been detected (col 3, lines 40-50). 

Referring to Claims 16 and 23: 

Dikmen discloses the limitations of Claims 1 and 22 above. Dikmen further discloses 
said intercepted data packet is padded to a maximum length (col 5, lines 1-2). 

Referring to Claim 17: 

Dikmen discloses the limitations of Claim 1 above. Dikmen further discloses a time 
information is added to said intercepted data packet (col 5, lines 1-2, 55-65). 




Application/Control Number: 09/901,814 Page 7 

Art Unit: 2135 

Referring to Claim 24: 

Dikmen discloses the limitations of Claim 18 above. Dikmen further discloses said first 
network element is a gateway element of said packet network (col 4, lines 35-55). 

Referring to Claim 25: 

Dikmen discloses the limitations of Claim 18 above. Dikmen further discloses said first 
network element is a BG, an SGSN or a GGSN (col 4, lines 35-50). 

Referring to Claim 26: 

Dikmen discloses the limitations of Claim 24 above. Dikmen further discloses wherein 
an interception information defining a data packet to be intercepted is included in a context 
information supplied to said first network element and used for routing data packets (col 4, lines 
40-col 5, line 15). 

Referring to Claim 27: 

Dikmen discloses the Umitations of Claim 26 above. Dikmen further discloses wherein 
said interception control means comprises a storing means for storing an interception Ust, and 
wherein said interception control means is arranged to add said interception information to said 
context information supplied to said first network element (col 4, lines 25-60). 
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Referring to Claim 30: 

Dikmen discloses the limitations of Claim 18 above. Dikmen further discloses said 
interception gateway element comprises a memory means for storing received intercepted data 
packets before supplying them to said interface means (col 4, lines 50-60). 

Referring to Claim 32: 

Dikmen discloses the limitations of Claim 18 above. Dikmen further discloses said first 
network element comprises a detecting means for detecting a malfunction and/or breakage 
thereof, and signaling means for signaling an alarm to said interception gateway element in 
response to an output of said detecting means (col 3, lines 40-50; col 5, lines 55-65). 

Referring to Claim 33: 

Dikmen discloses a network element for a packet network, comprising: 

a) an interception means for intercepting a data packet received fi-om said packet network 
(col 4, lines 10-25), and 

b) a transmitting means for transmitting said intercepted data packet via said packet 
network to an interception gateway element (col 6, lines 10-35), 

c) wherein said interception means is controlled by an interception control means 
arranged in another network element (col 4, lines 35-50). 
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Referring to Claim 34: 

Dikmen discloses an interception gateway element for an interception system of a packet 
network, comprising: 

a) a receiving means for receiving an intercepted data packet via said packet network 
from a network element having an interception function (col 4, lines 25-65); and 

b) an interface means for providing an interface to an intercepting authority (col 6, lines 

10-35). 

Referring to Claim 35: 

Dikmen discloses the limitations of Claim 34 above, Dikmen further discloses an 
interception control means for controlling said interception function of said network element (col 
4, lines 10-45). 
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Claim Rejections - 35 USC §103 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 4-6, 20 and 29 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Dikmen (US 6,577,865) in view of Aziz et al (US 2003/0037235). 

Referring to Claim 4: 

Dikmen discloses the limitations of Claim 1 above. 

Dikmen does not explicitly disclose "intercepted data packet is transmitted to said 
interception gateway element using a secure tunnel". 

Aziz discloses intercepted data packet is transmitted to said interception gateway element 
using a secure tunnel (paragraphs 0008-0009). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to modify the teachings of Dikmen such that the intercepted information is kept 
secure by using a tunnel One of ordinary skill in the art would have been motivated to do this 
because it would provide a method to prevent unauthorized access (Dikmen: col 7, lines 50-60). 
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Referring to Claim 5: 

Dikmen in view of Aziz discloses the limitations of Claim 4 above. Aziz further 
discloses said secure tunnel is implemented by an encryption processing (paragraphs 0008- 
0009). 

Referring to Claim 6: 

Dikmen discloses the limitations of Claim 1 above. 

Dikmen does not explicitly disclose "said intercepted data packet is transmitted via 
interworking units and encrypted between said interworking units, when said first network 
element and said interception gateway element are arranged in separate network segments." 

Aziz discloses said intercepted data packet is transmitted via interworking units and 
encrypted between said interworking units, when said first network element and said interception 
gateway element are arranged in separate network segments. (Fig. 1; paragraphs 0008-0009, 
0021) 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to modify the teachings of Dikmen such that the intercepted information is kept 
secure by using a tunnel. One of ordinary skill in the art would have been motivated to do this 
because it would provide a method to prevent unauthorized access (Dikmen: col 7, lines 50-60). 
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Referring to Claim 20: 

Dikmen discloses the limitations of Claim 18 above. 

Dikmen does not explicitly disclose "said first network element further comprises an 
encrypting means for encrypting said intercepted data packet" 

Aziz discloses said first network element further comprises an encrypting means for 
encrypting said intercepted data packet (Fig. 1; paragraphs 0008-0009, 0021). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to modify the teachings of Dikmen such that the intercepted information is 
encrypted. One of ordinary skill in the art would have been motivated to do this because it 
would provide a method to prevent unauthorized access (Dikmen: col 7, lines 50-60). 

Referring to Claim 29: 

Dikmen discloses the limitations of Claim 18 above. 

Dikmen does not explicitly disclose "first network element comprises a control means for 
controlling interception and encryption processing in accordance with an interception setting 
instruction received fi-om said interception control means" 

Aziz discloses said first network element comprises a control means for controlling 
interception and encryption processing in accordance with an interception setting instruction 
received from said interception control means (Fig. 1; paragraphs 0008-0009, 0021). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to modify the teachings of Dikmen such that the intercepted information is 



# 
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encrypted. One of ordinary skill in the art would have been motivated to do this because it 
would provide a method to prevent unauthorized access (Dikmen: col 7, Unes 50-60). 

6. Claims 14-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over Dikmen 
(US 6,577,865) in view of Armbruster et al (US 5,710,971). 

Referring to Claim 14: 

Dikmen discloses the limitations of Claim 1 above. 

Dikmen does not explicitly disclose "wherein fake packets are transmitted from said 
network element to said interception gateway element." 

Armbruster discloses fake packets are transmitted from said network element to said 
interception gateway element (col 7, lines 25-30). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to transmit fake packets. One of ordinary skill in the art would have been 
motivated to do this because it would provide a method to ignore compressed data that has been 
duplicated (col 7, lines 20-30). 

Referring to Claim 15: 

Dikmen in view of Armbruster disclose the limitations of Claim 14 above. Armbruster 
further discloses fake packets are transmitted at random or triggered at any passing packet, such 
that the total load of intercepted and fake packets transmitted to said interception gateway 
element is constant (col 7, lines 25-30). - 
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Allowable Subject Matter 
7. Claims 21 and 31 objected to as being dependent upon a rejected base claim, but would 
be allowable if rewritten in independent form including all of the limitations of the base claim 
and any intervening claims. 



r 




Application/Control Number: 09/901,814 
Art Unit: 2135 



Page 15 



Conclusion 



Any inquiry concerning this communication or earlier conmiunications from the 
examiner should be directed to Monplaisir G Hamilton whose telephone number is (703) 305- 
5116. The examiner can normally be reached on Monday - Friday (8:00 am - 4:30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y Vu can be reached on (703) 305-4393. The fax phone number for the 
organization where this apphcation or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Monplaisir Hamilton 




